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SECRET 

DIRECTOR OF CENTRAL INTELLIGENCE 

Security Committee 


SEC0M-D-079 
22 March 1985 


MEMORANDUM FOR: SECOM Subcommittee Chairmen 

25X1 

Chairman 
SECOM Briefing 


FROM: 

SUBJECT: 


1. Attached are copies of the visual aids used in presenting briefings 
on the Security Committee. These have been in use for almost two years, and 
should be reviewed and revised to reflect current programs and activities. 


2. Please review the entire package, with emphasis on your respective 
SECOM subelements. I would appreciate your advice on how we can update these 
vugraphs to best present SECOM to the rest of the Intelligence Community and 
to brief new members of SECOM and the subcommittees. Your notations directly 
on the copies or separate notes will be welcome. I would appreciate an early 
response from you on this, but no later than 25 April 1985. Please call me if 
you wish to discuss proposals for upda' ' 


Attachment: Visual aids 
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Unauthorized Disclosures 
{Investigations Subcommittee 
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Subcommittee 
G. Berkin (Navy) 
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Subcommittee 

_j nm 


25X1 


Technical Surveillance 
Countermeasures Subcommittee 


(CIA) 
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Working Group 
D. Pisenti (FBI) 
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b. ensure that programs are developed which proMMl I»i««i9*nce sources 
methods, and analytical procedures. 
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DCI SECURITY COMMITTEE 

FUNCTIONS: I 

— Advise the DCI on security policy and procedures 

— Advise the DCI on security and access standards 

• Personnel, physical, and information security 

• Technical countermeasures 

• Security education and awareness 

• ADP systems 

• Techniques and equipment R&D 

— Advise the DCI on policies concerning investigation of 
unauthorized disclosures of intelligence information and 
recommend corrective and preventive measures 

— Establish common standards for protection of SCI 

— Publish guidelines and procedures 
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DCI SECURITY COMMITTEE 

i THE SUBCOMMITTEES 

“The Chairman will establish subcommittees 
and other subordinate groups as required.’’ 

DCID - Security Committee 


V 


Personnel Security 


Physical Security 


Compartmentation 


Computer Security 


Unauthorized Disclosures 
Investigations 


Security Awareness 
and Education 


Technical Surveillance 
Countermeasures 


Security Advisory Group 
USSR 


Research and Development 
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DCI SECURITY COMMITTEE 

PERSbNNEL SECURITY SUBCOMMITTU 

(PerSSub) 


Chairman: 


Oversight: 

— DCID 1/14 


CIA 


25X1 


Personnel security standards 
and procedures for access to SCI 

- Standards 

Investigative Requirement* 
Continuing Security Pr 

- Adjudication Guideline* 

- Appeals 



Seminars: 

• To familiarize working adjudicatJN|Rtti^|Pafltrnonly applied 
adjudication guideline* in DCID 1/i4 

• To address the complexities of the adjudicative process in 
• changing society 

• To anehange Information on problem areas In SCI Investigation 
and adjudication practice* 


. F 


CONFIDM!A|» 

✓ 


Sanitized Copy Approved for Release 2010/12/08 : CIA-RDP87-00812R000200030002-1 




Sanitized Copy Approved for Release 2010/12/08 : CIA-RDP87-00812R000200030002-1 

CONriUCM i iniJ 


25X1 


DCI SECURITY COMMITTEE 

COMPARTMENT ATION SUBCOMMITTEE 

Chairman: Col. Robert B. Huey, U. S. Air Force 


Oversight: 

— Control of Dissemination of Intelligence Information (formerly 

DCID 1/7) 

— Security Classification Guidance on Liaison Relationships 

with Foreign Intelligence Organizations and Foreign Security 
Services (formerly DCID 1/10) 

— Security Policy for Sensitive Compartmented Information and 

Security Policy Manual for SCI Control Systems (formerly DCID 
1/19) 
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DCI SECURITY COMMITTEE 

SECURITY AWARENESS AND EDUCATION 
| SUBCOMMITTEE (SAES) 

! Chairman ] H nSA 


Oversight: 

— DCID 1/14 Annex C - Minimum Standards for SCI Security Awareness 
Programs 

• Initial Indoctrination 

• Periodic Employee Awareness Enhancement 

• Debriefing 

— Studies of Harassments and Provocations 
Functions: 

— Establish lines of communication 

— Medium of exchange of information 

— Develop ideas and concepts 

— Pursue objectives of mutual interest 

— Avoid duplication of efforts 

— Undertake ad hoc projects of broad application 
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DCI SECURITY COMMITTEE 


PHYSICAL SECURITY WORKING 
GROUP (PSWG) 

Chairman: Mr. Gerald L. Berkin, U. S. Navy 


Oversight: , _ . . 

NFIB/NFIC-9.1/47:U. S. Intelligence Community Physical Security Stand- 
ards for Sensitive Compartmented Information Facilities 


Perimeter Construction 
Alarms 

Telephones/Intercoms 
Tactical & Combat Ops. 
Technical Security 


Specifications: 

Vaults 

Doors 

Sound Attenuation 
Window Barring 
Secure Areas 


— Seminars: 

• Enhance common understanding of policy documents 

• Address physical security planning for protection of personnel, 
classified material, and Government property 

• Exchange information of common interest in the physical security 
discipline 


V 
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DCI SECURITY COMMITTEE 


TECHNICAL SURVEILLANCE 
COUNTERMEASURES SUBCOMMITTEE 

(TSCS) 


Chairman: 


CIA 


The SECOM will “Advise the DCI on common security and 
access standards bearing on . . . “countermeasures against 
technical surveillance . . . 


Oversight: 

— Procedural Guides 1-2-3 
— Export of American-made TSCM equipment 

— Interagency Training Center policy, curriculum and 
operation 

Cont’d. 
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DCI SECURITY COMMITTEE 

RESEARCH AND DEVELOPMENT 
SUBCOMMITTEE (R&D) 


Chairman] UA 

The SECOM will " advise the DCI on common 

security end access stenderds beering on...reseerch 

end development of security techniques end equipment....” 

DCID - Security Committee 

Functions: 

Conduct eggressive R&D to improve TSCM equipment end techniques 

- Coordinete R&D progrems for TSCM, physical security end computer security, 
ensuring effective informetion exchenge and avoiding duplication 
— Promote joint development, interagency evaluation, and procurement of technical 
security equipment 

— Identify and evaluate foreign technical threats to U. S. security 
— Contract for R&D support to develop advanced security equipment 
— Administer ", seed money” contracting from SECOM budget 
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Arm 


Treasury department, 

Alcohol, Tobacco & Firearms 
U. S. Secret Service 
Air Force 
061 

IG (anti-terrorism) 

Army 

Ft. Belvoir R&D Center 
Military Police 
Tank Automotive Command 
Special Operations Command 
CIA 

Defense Nuclear A ge n cy 


DCt SECURITY COMMITTEE 

D DEVELOPMENT SUBCOMMITTEE 
(cont’d.) 

rotsctiva Systems 
Ing Group 

Mr. David Pisenti, FBI 
DIA 

Drug Enforcement Adminie. 

FBI 

USMC 
Navy 
NIS 

Surface Weapons Center 
National Automotive Center (GSA) 
Stele 

Nuclear Regulatory Com. 
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DCI SECURITY COMMITTEE 

COMPUTER SECURITY SUBCOMMITTEE 


Chairman: 


Jdia 


25X1 


The SECOM will “advise the DCI on common security and ac- 
cess standards bearing on .. . automated data processing 
systems . ...” 

DCI D - Committee 

. v** 

Oversight: * 

— DCI security policy statement: 

Security Policy on Intelligence Information In Automated Systems end 
Networks (formerly DCID 1/16) 

— DCI Computer Security Manual 

• Modes of operation and minimum security requirements 

• Networks - Security admlnletratlon, accreditation, and minimum 
security requirements 
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DCI SECURITY COMMITTEE 

SECURITY ADVISORY GROUP - USSR 

Chairman: Mr. Marvin Doig, Department of State 

— Established January 1979 by SECOM 
Purpose: 

• Advise and assist the Intelligence Community and Department 
of State in developing security policies and procedures to 
protect U. S. personnel and installations in the U.S.S.R. 

— Construction Planning 

• Technical Equipment Development 

• Construction Surveillance 

• Ongoing Inspections 

— Participating Departments and Agencies 

State - CIA - FBI - NSA - DIA - SECOM 


SECRET 


Sanitized Copy Approved for Release 2010/12/08 : CIA-RDP87-00812R000200030002-1 



Sanitized Copy Approved for Release 2010/12/08 : 

CONFIDENTIAL 


CIA-RDP87-00812R000200030002-1 



DCI SECURITY COMMITTEE 


UNAUTHORIZED DISCLOSURES 
INVESTIGATIONS SUBCOMMITTEE (UDIS) 


Chairman: 


> 


IA 


“To advise and assist the Security Committee in discharging its 
responsibilities to ensure that programs are developed which protect 
intelligence sources and methods and classified intelligence from 
unauthorized disclosure.” —UDIS Charter 


— Advise SECOM on policies and procedures to prevent unauthorized 

disclosures 

— Recommend investigative policy for unauthorized disclosures 

— Recommend policy, procedures and standards for referral of cases to the 

Attorney General 

— Determine and recommend corrective security measures 

— Recommend security education and awareness materials 

— Recommend Improved methods for analyzing unauthorized disclosures 

— Recommend policies and procedures for coordinating investigations 
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